NudopmanuoHHasag mnaMATKA JJ1s1 00y4aAIOIIMXCS 1A
pasMelieHus Ha opuHMaabLHLIX UHTEpHET-pecypcax

C KaXXIpIM IOJIOM MOJIOJCKHU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a
IIKOJILHUKHU OJTHU W3 CaMbIX aKTUBHBIX MOJIb30BaTesie Pynera. Mexny
TE€M, IIOMHUMO OIPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U
poOaeMbl. ITa maMATKa JOJKHA ITOMOYb TeOe 0€30MacHO HaXOIUThCS
B CCTH.

KoMmnbroTepHbIie BUPYCHI

KoMmmbploTepHbIi BUPYC — 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX
nporpamMM, OTJIMYUTEIBHOW  OCOOCHHOCTHIO  KOTOPOM  SIBISETCS
CIIOCOOHOCTB K Pa3MHOKEHHUIO.

B nonosiHeHWEe K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WM TOJHOCTBIO
YHUYTOXKUTH BCE (DaiJIbl U JaHHBIE, MOJIKOHTPOJIbHBIE MOJIb30BATENIO, OT
MMEHU KOTOpOro OblIa 3amyllleHa 3apa)x€HHas MporpaMma, a TaKkKe
NOBPEAUTh WIH JAXEe YHHUUTOXUTH ONEPALMOHHYIO CUCTEMY CO BCEMH
daiinaMmu B 1eiaoM. B OONBIIMHCTBE Cly4aeB paclpOCTPAHSIOTCS
BUPYCHI Ue€pEe3 UHTEPHET.

MCTOI[BI 3aIUTHI OT BPCAOHOCHBIX IIPOI'paAMM:

1. Vcnionb3yil COBpEMEHHBIC ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE
CEpBhE3HBIN YPOBEHB 3aAITUTHI OT BPEJOHOCHBIX MPOrpaMM;

2. IlocTostHHO ycTaHaBiMBai mautu (1U(PpOBBIE 3aIIaTKH, KOTOpPbHIC
aBTOMATUYECKM  YCTAHABJIMBAIOTCS €  I[EIb0  JOpaOTKHU
NporpaMMbl) W Jpyrue OOHOBJICHUS CBOCU OMepaliOHHOU
cuctembl. CkayuBail WX TOJIBKO C OQUIMAIBLHOTO caiTa
pazpabotunka OC. Ecnm cymiecTByeT pekMM aBTOMAaTHYECKOTO
OOHOBJICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MO/ IpaBaMU IMOJIb30BATElIs, a HE
aAMUHHUCTpaTOpa. ITO HE MO3BOJUT OOJIBIIIMHCTBY BPEIOHOCHBIX
IporpaMM  HMHCTAUIMPOBATBCS  HA  TBOEM  IEPCOHAIBLHOM
KOMIIBIOTEPE;

4. Vcionib3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKThI U3BECTHBIX
POU3BOIUTENIEH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3UYECKUN JTOCTYI K KOMIIBIOTEPY JJIsi MOCTOPOHHUX
AL,



6. Vcrons3yil BHENTHUE HOCUTENIN WHPOpMAIIUU, TaKuEe Kak QIieIka,
muck  win  Galn M3 UHTEpPHETa, TOJBKO U3 MPOoQepeHHBIX
HUCTOYHUKOB;

/. He oTkpwiBali KOMIBIOTEpHbIC  (pailijibl, TMOJy4YCHHBIE U3
HEHAJEXKHBIX MCTOYHHUKOB. Jlaxke Te (hailsibl, KOTOphIE MpHUCIa
TBOW 3HAKOMBIH. JIyullie yTOYHU y HETO, OTHPABIISUT JIU OH TEOE HX.

Cern WI-FI

Wi-Fi - 570 He Buj mepenadu JaHHBIX, HE TEXHOJIOTHS, a BCETrO JIMIIh
Openn, wmapka. Eme B 1991 romy HuaepiaHicKas KOMIAHUA
3apeructpupoBana openg « WECA», uto 0603Ha4ago CIoBOCOYETAHHE
«Wireless Fidelity», koTopbwlii mnepeBOIUTCS Kak «OecrpoBOgHAsS
TOYHOCTb.

Jlo Hamero BpeMEHH JOoIuIa Jpyras ad0peBHaTypa, KOTopas SBISETCS
Tako# ke TexHoJjioruen. 1o abopeBuarypa «Wi-Fi». Takoe HazBanue
OBLIO JJaHO ¢ HAMEKOM Ha CTaHAapT BBICIIMK 3ByKoBOH TexHHMkH Hi-Fi,
YTO B IIEPEBOJIC 03HAYACT «BBICOKAS TOYHOCTDY.

Jla, OecmiaTHBIA WHTEPHET-IOCTYN B Kade, OTensiXx W a’pomoprax
SBJISICTCS OTJIMYHOM BO3MOKHOCTHIO BbIXOJa B MHTEpHET. Ho MHOTHE
AKCHEPTHI CUUTAIOT, 4YTO oOmenoctynHeie Wi-Fi cetu He sBIAOTCS
0€30IacHBIMU.

CoeTsl 110 0e30macHOCTH padoTe B 00MeAOCTYIHBIX ceTsax Wi-fi:

1. He nepemaBaii  cBOW  JHMYHYHO  HHoOpmaiuo  4depe3
obmenoctynupie Wi-Fi cetu. Paboras B HuUX, XKeJlaTEIbHO HE
BBOJIUTH MAPOJIM JOCTYIIA, JIOTUHBI U KaKHEe-TO HOMEPA;

2. icnonb3yil ©  OOHOBISW  AHTUBHPYCHBIE TIPOTpaMMBI |
Opanamayep. Tem cambIiM Thl oOe3omacuillb cel0s OT 3aKauKu
BUpYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkntoun ¢pynkiuo «O0umit 10CTym K
daiinaMm u nmpuHTepam». JlaHHas QyHKUMS 3aKpbiTa 1O
YMOJIYaHUIO, OJTHAKO HEKOTOPBIE MOJb30BATEIN AKTUBUPYIOT €€
JU1s1 yA100CTBA MCIIOJIb30BaHUS B pad0Te UK y4eoe;

4. He ucnons3yit myonuunbsii WI-FI ni1s nepenauu muyHbIX JaHHBIX,
HalpuUMEpP IJIs BBIXOJA B COIMANIbHBIE CETH WJIM B DJIEKTPOHHYIO
MOuTY;

5. Nnonb3yit Tonpko 3amuiieHHoe coenquHenue yepe3 HTTPS, a ne
HTTP, 1.e. npu Habope BeO-aapeca BBOAU UMEHHO «https://»;



6.

B moOunpHOM Tenedone otkimroun (GyHkiupo «lloakmrodeHue k
Wi-Fi  aBromarmueckm». He  gomyckaii  aBTOMAaTHYECKOTO
MOAKIIIOYCHHUS YCTporcTBa K ceTsiM Wi-Fi1 6e3 TBoero cormacusi.

ConuajnHbIe ceTH

ConpanpHble CETH aKTUBHO BXOJSAT B HAIy XWU3Hb, MHOTHE JIIOJIH
paboTaroT U KUBYT TaM MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan
MWJUIHAPA, YEJIOBEK, YTO SBISAETCA OJHOM CEIbMOW BCEX JKUTEIEU
TJIaHETHI.

MHorue noJib30BaTeiau He IIOHUMAKOT, 4TO I/IH(bOpMaHI/IH, pasMCIICHHAsA
HMH B COLIMAJIBHBIX CCTAX, MOXKCT OBITH HafIZ[CHa N HCIIOJIb30BaHa KEM
YIroaHo, B TOM YHCJIC HC 00s3aTeNILHO C OJIaruMu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLIUATIBHBIX CETIX:

1.

2.

Orpanuyb CHUCOK Jpy3ei. Y TeOs B JIpy3bsiX HE JOJKHO OBITh
CJIyYalHbIX ¥ HE3HAKOMBIX JIFOJCH;

Jamuiman CBOK YacTHYK Ku3Hb. He ykaspiBal mapoonw,
TenedoHsl, aapeca, AaTy TBOETO POXKICHUS U JAPYTYH JIMYHYIO
uHpopmanuoo. 3JI0YMBIIUICHHUKH MOTYT HCIOJb30BaTh JaXe
uHPoOpMaIMi0 O TOM, KaKk Thl M TBOU POJUTEIN IUJIAHUPYETE
MIPOBECTU KAHUKYJIBIL;

. 3allyIlail CBOIO PEIYTALMIO - JIEPKHU €€ B YUCTOTE U 3a/aBail cede

BOIIPOC: XOTeJN OBl Thl, YTOOBI APYrM€ MOJIb30BATENN BUACIH, YTO
ThI 3arpyaemb? [lomymail, mpexae yeM 4To-TO OIyOJIMKOBATh,
HaIKUCaTh U 3arpy3UTh;

Ecau ThI TOBOpHUIIIB C JTI0JIBMU, KOTOPBIX HE 3HAEIIb, HE HCTIOJIb3YH
CBOE peajbHOe UMS U APYTYIO JUYHYIO UHOOPMAIIUU: UMS, MECTO
KUTEJIbCTBA, MECTO YU€ObI U MPOYEE;

. N30eraii pasmenienuss ¢otorpaduii B HWHTEepHETE, TA€ ThI

n300pakeH Ha MECTHOCTH, MO KOTOPOM MOKHO ONPENEIUTbh TBOE
MECTOIIOJIOKEHHUE;

. IIpu peructpanuu B COUATIBHON CETH HEOOXOAUMO HUCTO0JIb30BaTh

CJIOXKHBIE TApOJIM, COCTOAIINE U3 OYKB U LUPP U C KOJTUYECTBOM
3HAaKOB HE MEHee §;

JInst conuanbHOM CETH, MOYThl U JPYTHX CAUTOB HEOOXOAUMO
UCIIOJIB30BaTh pa3Hble Mmaponu. Toraa eciu TeOS B3JIOMAIOT, TO
3JIOYMBIIUIEHHUKY TIOJIy4YaT AOCTYN TOJIBKO K OJHOMY MECTY, a HE
BO BCE Cpasy.



JJIeKTPOHHBbIE JeHbI'H

DNEeKTpOHHBIE JEHBIM — OTO OYEHb YJIOOHBIM CMOCOO TIaTeXel,
OJIHAKO CYIIECTBYIOT MOIICHHUKH, KOTOpPbIE XOTST TMOJYyYUTh OTU
JICHBIH.

DJIEKTPOHHBIE JICHBIH TMOSIBUJIMCh COBCEM HEJABHO M MMEHHO U3-3a
3TOr0 BO MHOTHX IOCYyAapCTBax JI0 CHUX MOpP HE IMPOIKMCAHO NPO HUX B
3aKOHax.

B Poccuu xe oHu (yHKIMOHUPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE,
II€ UX Pa3fesaoT Ha HECKOJIBKO BUJIOB — AHOHUMHBIE U HE aHOHUMHBIE.
PazHuna B TOM, 4TO aHOHUMHBIE - 3TO TE€, B KOTOPBIX PA3pPEUIAETCA
MpPOBOJAUTH omepanuu 0e3 UACHTUPUKAIMA TOJh30BaTENsA, a B
HEAHOHUMHBIX UACHTU(UKAIIMN TTOJIH30BATEINS SBISETCS 00s3aTEIHHOM.

Taxke crnemyer pasznuyaTh JJIEKTPOHHBIC (HUATHBIE IEHBIU (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) U DJEKTPOHHbIE HE(pUATHBIE NEHbIU (HE
PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 110 OE30MACHON PA00TE C JIEKTPOHHBIMU JICHbIAMU:

1. IlpuBsiku K c4eTy MOOWIBbHBIM TenedoH. DTO camblil yIOOHBIN U
OBICTPBIA CITOCOO BOCCTAHOBHUTH NOCTYIl K cyeTy. [IpuBsizaHHBIN
Tene(OoH MOMOXKET, eciiu 3a0yelIb CBOW IUIATSKHBIN MapoJib WIH
3aMJICNIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vicnonb3yit  omHopaszoBeie mapoiu. Ilocine mepexoma Ha
YCWICHHYIO aBTOpM3allMi0 Tebe yxke He OyIeT yrpoxarb
OMAaCHOCTbh KPaXkyl WJIM MepexBaTa IJIaTeKHOrO NapoJis;

3. Beibepu cnoxHbIM maponb. [IpectymHukam OyaeT HE MPOCTO
yrajgarb CJIOXKHBIM mapoJsib. HaxexHble maponu — 3TO MapoJiu,
KOTOpBIE COJEpKAT HE MEHee 8§ 3HAKOB W BKIIOYAIOT B CeOs
CTPOUYHBIC U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKMe KaK 3HaK JloJuiapa, (pyHTa, BOCKIMIATEIbHBIN 3HAK U T.II
Hanpuwmep, $tRONg!;;

4. He BBOAM CBOM JIMYHBIE JIaHHBIE HaA CcalTaX, KOTOPHIM HE
NOBEPSICIIb.

DJIEKTPOHHAS MMOYTA

DneKTpoHHas MOYTa — 3TO TEXHOJIOTHUS U MPEJOCTaBISIEMbIE €10 YCIYTH
[0 TEPECBUIKE U TMOJYYECHHIO BJEKTPOHHBIX COOOUIEHUH, KOTOpPBIE
pacnpenensatoTcs B KOMIBIOTEPHOM CETH.



OOBIYHO DJIGKTPOHHBIM TMOYTOBBIM SIIUK BBINISLAUT — CJIEIYIOIIUM
0o0pa3oM: UMsI_TIOJI30BATEISA(WUMSIIOMEHA.

Taxke kpome mepemayd MPOCTOTO TEKCTa, HUMEETCS] BO3MOXKHOCTH
nepeaaBath (pailibl.

OcHOBHBIE COBETHI IO 0€30MacHOM paboTe C IEKTPOHHOU MOYTOM:

1. Hago BwIOpaTh NpaBuiIbHBINA MOYTOBBIN cepBUC. B MHTEpHETE €CTh
OTPOMHBIM BBIOOpP OECIUIATHBIX TIOYTOBBIX CEPBUCOB, OJHAKO
JIy4Ille€ TOBEPSITh TEM, KOTO 3HACIIb U KTO IEPBBIA B PEUTUHIE;

2. He yka3piBaii B TMYHOM mouTe JU4HYyI0 uHpopmaimo. Hanpumep,
Jdydiie BbIOpaTh «MY3BIKaJIbHBIM (paHaT@» Wik  «pok2013»
BMeCTO «TeMal3»;

3. Ucnonp3yil ABYXATalHYIO aBTOPU3AIMIO. ODTO KOrja IOMUMO
MapoJis HY’KHO BBOAUTH KOJ, TPUCBHUTAEMBIN 10 SMS;

4. Bpibepu CHOXHBIA mapoib. [ Kaxaoro MOYTOBOTO SIIMKa
JOJIKEH OBITh CBOM HAJCKHBIM, YCTONYMBBIN K B3JIOMY MapOJib;

5. Ecnu ecTh BO3MOXKHOCThH HAlMcaTh CaMOMY CBOM JIMYHBIN BONPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTB;

6. Vcnosb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [lepBblid A1 yacTHOU
IIEPENINCKA C aJpecaraMu, KOTOPBIM Tbl JOBEpsCIIb. IJTO
ANIEKTPOHHBIA aJpEC HE HAJO0 MCIOJIb30BaTh IIPU PETUCTPALIMU HA
dbopyMax u caiTax;

/. He oTkpsiBaii (pailJibl U APYTH€ BIOKEHUS B MUChMaxX JaXe €Clu
OHM IPUILIM OT TBOUX Apy3eH. Jlydile yTouHH y HUX, OTIPaBIsLIA
71 OHM TeOe 3TU (hailiibl;

8. Ilocne oxoH4aHuss pabOTHI Ha TMOYTOBOM CEpBHCE TEpen
3aKPBITUEM BKJIAJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha « BeIATIY.

KuOepOyuiuHr wiin BUPTyaJbHOE U31€BATEIbCTBO

KubepOynauur — mpecieqoBaHue COOOIICHUSMH, COISPKAITAMHU
OCKOpOJIEHUs, arpeccuio, 3alyTrUBaHHUE; XYJIUTAHCTBO; COIHAIBHOE
OOMKOTHUPOBAHHUE C TIOMOIIBIO PA3TUIHBIX HHTEPHET-CEPBHCOB.

OCHOBHBIE COBETHI 110 00pHOE C KUOEPOYITMHTOM:

1. He Opocaiics B 0oit. Jlydmunii crnoco0: MocoBEeTOBAaThCS Kak cels
BECTH U, €CITM HET TOTO, K KOMYy MOYKHO OOpaTUTHCSA, TO BHAuaje
yCHOKOUThCs. Eciu Thl HayHelb OTBEYaTh OCKOPOJICHUSAMH Ha
OCKOPOJICHUS, TO TOJBKO €111 00JIbIIe Pa30XIKEIIh KOH(IIUKT;



N

. YrpaBiii cBoeit kudeppenyTraiuei;

3. AHOHUMHOCTH B ceTh MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTb,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crtour BeCcTH XYyJIUTraHCKUW oO0pa3 BHUPTyalbHON >KHU3HHU.
NuTepHer ¢uKCUpyeT BCe TBOM JECUCTBUS M COXPAHSET HX.
VY nanuth ux OyJeT KpaitHe 3aTpyIHUTEIBHO;

. CoOmroait CBOM BUPTYaAJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyit equHuuHbIi HeratuB. OTHOPA30BbIE OCKOPOUTEIBHBIE
cooOllleHust  Jiyumie  urHopupoBatb.  OOBIMHO  arpeccus
MPEKPAIAETCs HA HAYaJIbHOM CTA/INU;

/. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOIIIEHUSIMM, B COLMAIbHBIX CETAX €CTh BO3MOXHOCTH
OJIOKMPOBKHU OTIPABKH COOOIICHUH C OMPEICTICHHBIX aJIpECOB;

8. Ecnu 1b1 cBuAeTens kubepOyiuinHra. TBOW MEUCTBUS: BBICTYIHTH

MPOTUB TMPECIEIOBAaTENs, IOKa3aTh €My, 4YTO €ro JICUCTBUS

OLICHUBAIOTCSI HETaTHUBHO, MOAJEPKATh KEPTBY, KOTOPOU HYKHA

MICUXOJIOTUYECKass TIOMOIIlb, COOOIIUTh B3POCIbIM O (akTe

arpeCCUBHOIO MTOBEACHHUS B CETH.

o1

MooOunabHbIi Tes1edoH

CoBpeMeHnHble cMapThOHBI U IUIAHIIETHI COJAEp>KaT B cede BIOJIHE
B3pOCIBI (YHKIIMOHAJI, W TENeph OHU MOTYT KOHKYpHpPOBaTh CO
CTAallMOHAPHBIMU KOMITbloTepaMHu. (OJIHAKO, CpPEICTB 3alUThl JJIs
NOJO0OHBIX YCTPOMCTB MOKA OYEHBb MAJIO.

TecTupoBaHHME U TOUCK YA3BUMOCTEM B HHUX NPOUCXOJUT HE TakK
uHTeHcuBHO, kKak s [IK, To e camoe Kkacaercsi U MOOWJIBHBIX
MIPUJIOKEHU .

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXe NPAKTUYECKH JIOTHAIH
HACTOJIbHBIE aHAJOTW, OJHAKO pacliupeHue (PyHKIMOHajga BIECYET 3a
c000# OOJIBIITYIO CII0KHOCTh M MEHBIIYIO 3aIUIIICHHOCTb.

H&J’IGKO HC BCC MMPONU3BOAUTCIIN BBIITYCKAIOT O6HOBJ’I€HI/IH, 3aKpbIBAOIINUEC
KPUTUYCCKUC YA3BUMOCTH IJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJI1 0€30IMaCHOCTH MOOUJIBHOTO TenedoHa:
1. Huuero He sBnseTcs TMO-HACTOAMEMYy OCCIIaTHBIM. byab

OCTOPOKEH, Belb Korja Te0e mpeiarator OecriaTHbIA KOHTEHT, B
HEM MOT'YT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;



2. lymaii, npexae yeM otnpaButh SMS, doto unu Buaeo. Tol TOUHO
3HaClllb, IJI¢ OHU OYyyT B KOHEYHOM UTOTE?

3. HeoOxonumMo  OOHOBJISITh  OMEPAllMOHHYKD CHUCTEMY  TBOETO
cMapTdoHa;

4. Vcnionb3y#  aHTUBUPYCHBIE TPOTPaMMbl Ui  MOOMIIBHBIX
Tele(hOHOB;

5. He 3arpyxail npuiioxeHusi OT HEM3BECTHOI'O UCTOYHUKA, BEJAb OHU
MOTYT COJIEp>KaTh BPEIOHOCHOE IPOrpaMMHOE 00€CTICUCHUE;

6. [locme TOro kKak Thl BBIWICIIL C caiTa, TJ€ BBOIWI JIMYHYIO
uH(dopMalnIo, 3211 B HACTPOHKH Opay3epa U yaaiu cookies;

7. Tleproguyecku MpoOBEpsid KakWe TJIATHBIE YCIYTH aKTUBHUPOBAHBI
Ha TBOEM HOMEpE;

8. JlaBaii cBoit HoMep MOOWJIBHOrO TeiaedoHa TONBKO JIHOMSIM,
KOTOPBIX ThI 3HACIIH U KOMY JOBEPSEIIIb;

9. Bluetooth pomkeH OBITH BBIKIIOUEH, KOTrJa Thl WM HE
noJib3yeribes. He 3a0p1Bait mHOTIa TPOBEPSITH ATO.

Online urpsi

CoBpeMEHHBIE OHJIAMH-WUIPBI — OTO KPacOYHBIE, 3aXBaThIBAIOLINE
pa3BiiedyeHUs, OOBEIUHSAIONINE COTHU THICSY YEJIOBEK IO BCEMY MHUPY.
WUrpoku wucclienyoT AaHHBIM UM MHUp, OOMIAlOTCS APYr C APYrom,
BBITIOJIHAIOT 3aJaHUS, CPAKAKOTCS C MOHCTPAMM U IOJIy4YarOT OIBIT. 3a
YAOBOJIbCTBUE OHU IUIATAT: MOKYMAIOT TUCK, OTUIAYUBAIOT aOOHEMEHT
WIN IPUOOPETAIOT KAaKUE-TO ONIHUU.

Bce atH cpenctBa uayT Ha MOAAEPKAHUE U PA3BUTUE UTPHI, 4 TAKKE HA
caMy 0€30MacHOCTb: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3ALINH,
BBIITYCKAIOTCS HOBBIE MaTyu (LUUQPPOBBIC 3AIIATKU [JIs HpOrpamm),
3aKpBIBAIOTCA YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUI'paXx CTOUT OIIaCaTbCAa HC CTOJIBKO CBOUX COIICPHHKOB,
CKOJIBKO KpaXh TBOCTO IIapOJid, Ha KOTOpPOM OCHOBaHa CHUCTCMaA
ABTOpHU3alluH OOJIBIITMHCTBA Hrp.

OCHOBHBIC COBETHI IO OE30IMAaCHOCTH TBOETO HI'POBOI'O aKKayHTa:

1. Ecnu pgpyroil urpok BeaeT ceOs IMIOXO WJIM CO3AaeT Tebe
HENPUITHOCTH, 3a0JI0KUPYH €ro B CIIUCKE UTPOKOB;

2. [loxanylics aAMUHUACTPATOpaM UTPHI HA IMJI0XO0€ TIOBEIEHUE STOTO
UTPOKA, JKEeTaTeIbHO MPUIIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUC
CKPHUHOB;



He yka3zpiBait muuHyto nHGOpPMAIHIO B podaiiie urpsi;

YBaxkail APYrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeouIMaabHbIC MATYU U MOJIBI,

Hcnonb3yu ClHOKHBIE U Pa3HbIE APOJIH;

Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [loka ThI
Urpaclib, TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

No koW

OUIIHUHT WA Kpaka JUIHBbIX JaHHBIX

OObIYHOM KpaXke JEeHEer U JOKYMEHTOB CErOJHSA YK€ HUKOTO HE
yauBufib, HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUM 3JI0YMBIILICHHUKU
NEePEMECTUIIUCh B UHTEPHET, W MPOJOIKAIOT 3aHUMATHCS «JTFOOUMBIM)
JIEITIOM.

Tak mosiBuIach HOBas yrpo3a: MUHTEPHET-MOILICHHUYECTBA WK (DUILIHHT,
TJIaBHAS II€JIh KOTOPOTO COCTOWT B TIOJYYEHHH KOH(PHUIACHIIMATHHBIX
JIAHHBIX TOJb30BATEIICH — JIOTUHOB U IapoJjer. Ha aHTIMUCKOM si3bIKE
phishing untaercsa kak ¢umuHr (ot fishing — prei6Has joBs, password
— MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITUHTOM:

1. Cnequ 3a cBOMM akKayHTOM. Eciu Tkl momo3peBaeliiib, 4TO TBOS
aHkera ObUla B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBaTh €€ U
COOOILIUTh aIMHUHUCTpATOpaM pecypca 00 3TOM KaKk MOXKHO
CKOpee;

2. Ucnions3yil Oe3omacHble BeO-CalThl, B TOM YHUCJIE, WHTEPHET-
Mara3uHOB U MOMCKOBBIX CUCTEM;

3. Wcnonp3yit clioxHBIE U pa3Hble Tapoyid. Takum oOpa3oMm, eciu
TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJIy4YaT JTOCTYI TOJBKO K
OJIHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3jOMaiu, TO HEOOXOAUMO MPEAyNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpPBIC J00aBIEHBI y TeOS B APY3bSIX, O TOM, YTO
TeOs B3JIOMalld W, BO3MOXHO, OT TBOEr0 HWMEHU OyJaeT
pacchlIaThCs ClaM M CChUIKUA Ha (PUILIMHTOBBIE CANTHI;

. YcranoBu HajaexHbI mapois (PIN) Ha MmoOunbHbIN TenedoH;

. OTKJII0YM COXpaHEeHHe napos B Opaysepe;

/. He oTkpsiBaii (ailsibl U APYry€ BIOKEHUS B MUChMaX JaKe €CIU

OHM TIPUIILJIK OT TBOMWX JApy3el. Jlydie yTouHu y HUX, OTIPaBIIsIn
71 OHU TeOe 3TH (paiiibl;

o O1



udposas penyrauus

[udposas pemyranus - 3T0 HETaTUBHAs WM MO3UTUBHAs WHMOpMaLus
B cetnu o Tebe. Kommpomerupytomas uHpopManus pa3MelleHHas B
WHTEPHETE MOXKET CEPhE3HBIM 00pa30M OTPA3HUThCS Ha TBOEH peanbHOM
KHU3HH.

«IudpoBas penyraius» - 3T0 TBOM UMUK, KOTOPBIM (popMupyercs us3
uHdopMaluu o Tede B UHTEpHETE.

TBoe wMecTo JKHTEIbCTBa, Yy4eObl, TBOE¢ (PUHAHCOBOE IIOJIOKCHHUE,
OCOOCHHOCTH XapakTepa M paccKasbl O OJM3KHMX — BCE ITO
HAKaIlJIUBACTCS B CETH.

MHorue nogpoCTKH JErKOMBICIEHHO OTHOCSITCS K MyOJUKAIMU JIMYHOM
uHopmaiuu B UHTEpHETE, HE TOHMMAsT BO3MOXKHBIX MOCAeACTBUM. Thi
JaKe HE CMOXKEITb JIOTaJaThCsl O TOM, 4TO poTorpadus, pasMerieHHas 5
JIET Ha3ajl, cTajga MPUYMHON OTKa3a MPUHATH TeOsl Ha PadoTy.

KommenTapuu, paszmenieHue TBoux ¢oTtorpaduili U Apyrue JIeUCTBUS
MOT'YT HE HCYE3HYTh JIak€ IOCJEe TOro, Kak Thl UX YJaluilb. Thl HE
3Haelllb, KTO COXpPaHUJ 3Ty MH(OpMAIIKIO, MoMaja JId OHA B TIOUCKOBBIE
CUCTEMBl M COXpAaHWIACh JIM OHA, a TJIAaBHOE: YTO MOAyMalT O Tebe
OKpY’)Karoulee JIFOJH, KOTOpblE HaWAyT W yBUAAT 3T0. Hauntu
MH(POpMAIMI0 MHOTO JIET CIYCTS CMOXKET JII00OM — Kak u3 J0OpbhIX
noOYXJI€HUM, TaK U C HAMEPEHUEM MPUYUHUTH Bpel. DTO MOXKET OBIThH
KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE TUPPOBOIN penyTallUN:

1. Tlomymaii, npexie 4eM 4TO-TO MyOJMKOBATh U MEpe/laBaTh y ce0st
B 0JIOre WM B COI[MAIbHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBU OTPAHMYEHUS] HA MPOCMOTP
TBOErO0 MPOQUISL U €ro COAECPKUMOT0, CHAENAN €ro TOJBKO <«
Ipy3en»;

3. He pa3Memaii u He yka3biBail HHGOpMaIUI0, KOTOpas MOXKET KOTro-
00 OCKOPOJISITH MU OOMKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHBIC IITKOJBHUKH — AaKTHBHBIC IOJL30BATEM LHU(PPOBOTO
npoctpaHcTBa. OJIHaKO Jalieko HE BCE 3HAIOT, YTO IMOJIb30BaHUE
MHOTHMH BO3MOXXHOCTSIMH ITU(PPOBOTO MUpPa TPEOYET COOTIOICHUS TIPaB
Ha MHTEIICKTYaIbHYI0 COOCTBEHHOCTD.



TepMun «uHTEIIEKTyanbHasi COOCTBEHHOCThY» OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSAM YEJIOBEYECKOTO yMa, HauyMHasi C HOBBIX H300pETCHUI U
3HaKOB, O0O3HAYAIOIIMX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U
3aKaH4YMUBas KHUTaMHU, doTorpadusimu, KUHOPUIbMaMU U
MY3bIKQJIbBHBIMH ITPOU3BECHUSIMH.

ABTOpCKHE MpaBa — 3TO MpaBa Ha MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTH
Ha NPOU3BEJCHUS HAYKH, JINTEPATYPBI U HCKYCCTBA.

ABTOpPCKME TIpaBa BBICTYNAIOT B KayeCTBE TApPAaHTUM TOrO, YTO
WHTEJUICKTYaIbHBIN/TBOPUECKUNA TPYA aBTOpa HE OyAeT HampacHbIM,
JaCT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax
CBOETO TPY[a, MOJYYUTh U3BECTHOCTh U ITPU3HAHUE.

Hukto 0e3 paspelmieHuss aBTOpa HE MOXET BOCHPOU3BOJUTH €TI0
MPOU3BENICHUE,  PACOPOCTPAHATh, MyOJWYHO  JEMOHCTPHUPOBATH,
pojiaBaTh, UMIIOPTUPOBATH, MMYCKaTh B MPOKAT, MyOJUYHO HCIOIHSTH,
MOKa3bIBaTh/UCTIOJIHATE B 3Upe Wiu pa3meniatb B IHTepHeTe.

Hcnonb30BaHUE «IUPATCKOTO» IMPOrPaMMHOTO OOECIIEUEHUSI MOXKET
MPUBECTU K MHOTUM PUCKaM: OT MOTEPH JAaHHBIX K TBOUM aKKayHTaM J0
OJIOKUPOBKH TBOEI0 YCTPOMCTBA, TAE€ YCTAHOBJICHHBIM HE JeTajbHas
nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET JIETAIbHBIE U
OecrIaTHBIC TPOTPAMMBI, KOTOPBIE MOXKHO HAWTHU B CETH.

O nopraJe

CeTeBUYOK.pp) — TBOM TJIABHBII COBETYMK B CETU. 3JECh Thl MOXEIIb
y3HaTh O O€30MaCHOCTU B CETHU MOHATHBIM U JTOCTYIIHBIM SI3bIKOM, a TIPU
BO3HUKHOBEHUM KPUTHYECKOM CHUTYallMM OOpATUTBCA 3a COBETOM. A
TaK)K€ NPUHATH Y4YacTHE B KOHKYpCaxX M CTaThb CaMbIM IUGPOBHIM
IrpaXXIaHUHOM!



